[image: ]

[image: ]

Staff Privacy 
Policy


	Policy Reference Number
	IT05

	Version Number
	1.0

	Department
	Information Technology

	Date of Approval
	01/08/2026

	Date Next Review Due By
	01/08/2028











Contents

1. INTRODUCTION	3
2. SCOPE	3
3. PERSONAL DATA WE COLLECT	3
4. HOW WE USE PERSONAL DATA	4
5. LEGAL BASIS FOR PROCESSING	5
6. SHARING PERSONAL DATA	5
7. DATA SECURITY AND RETENTION	6
8. STAFF RIGHTS	6
9. DATA SUBJECT ACCESS REQUESTS (DSARs)	7
10. MONITORING OF SYSTEMS AND COMMUNICATIONS	7
11. DATA BREACHES	8
12. RELATIONSHIP WITH OTHER POLICIES	8
13. CONTACT INFORMATION	8
14. COMPLAINTS	9
15. VERSION CONTROL TABLE	9








1. [bookmark: _Toc237429368]INTRODUCTION

1.1	Perthyn is committed to protecting the privacy and personal information of all employees, workers, volunteers, contractors, and agency staff. 
1.2	This Privacy Policy explains how Perthyn collects, uses, stores, shares, and protects staff personal data in accordance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.
[bookmark: _Toc237429369]2. SCOPE

2.1	This policy applies to all current, former, and prospective employees, as well as contractors, agency workers, and volunteers who provide personal information to Perthyn.
[bookmark: _Toc237429370]3. PERSONAL DATA WE COLLECT

Perthyn may collect, store, and process the following categories of personal data:
3.1	Personal Information
· Name, address, telephone number, and email address
· Date of birth
· National Insurance number
· Employee identification number
· Emergency contact details
· Passport and right-to-work documentation
3.2	Employment Information
· Job title and department
· Employment contracts and records
· Attendance and absence records
· Performance reviews and disciplinary records
· Training and qualification records
· Salary, pension, and benefits information
3.3	Special Category Data
Where necessary and lawful, Perthyn may process:
· Health and medical information
· Disability information and workplace adjustments
· Equality and diversity monitoring data
· Trade union membership information
3.4	Technical Information
· IT system usage
· Email and internet usage records
· Device and network access logs
· CCTV recordings where applicable
[bookmark: _Toc237429371]4. HOW WE USE PERSONAL DATA

Perthyn processes personal data for the following purposes:
Recruitment and selection
Management of employment contracts
Payroll and pension administration
Compliance with legal and regulatory obligations
Performance and workforce management
Health, safety, and wellbeing support
Training and professional development
IT security and system administration
Safeguarding service users and staff
Investigating complaints, incidents, or misconduct
[bookmark: _Toc237429372]5. LEGAL BASIS FOR PROCESSING

5.1	Perthyn processes staff data under one or more of the following legal bases:
· Performance of an employment contract
· Compliance with legal obligations
· Legitimate business interests
· Protection of vital interests
· Public task obligations where applicable
· Explicit consent where required

5.2	Special category data is processed only where specific legal conditions under UK GDPR and the Data Protection Act 2018 are met.
[bookmark: _Toc237429373]6. SHARING PERSONAL DATA

6.1	Perthyn may share staff information with:
· HM Revenue & Customs (HMRC)
· Pension providers
· Payroll providers
· Occupational health services
· Training and accreditation bodies
· Regulatory authorities
· External auditors
· Legal advisers
· Law enforcement agencies where required by law

6.2	Personal information will only be shared when necessary, lawful, and proportionate.
[bookmark: _Toc237429374]7. DATA SECURITY AND RETENTION

7.1	Perthyn takes appropriate technical and organisational measures to protect personal data, including:
· Access controls and user permissions
· Secure storage systems
· Encrypted communications where appropriate
· Staff training on information security
· Regular monitoring and security assessments
· Secure disposal of confidential information

7.2	All staff are responsible for maintaining the confidentiality and security of personal information they access during their employment.

7.3	Personal data will be retained only for as long as necessary to fulfil the purposes for which it was collected and to meet legal, regulatory, and operational requirements.

7.4	Retention periods will follow Perthyn's Records Retention Schedule and applicable legislation.
[bookmark: _Toc237429375]8. STAFF RIGHTS

8.1	Under UK GDPR, staff have the right to:
· Access their personal data
· Request correction of inaccurate information
· Request erasure of personal data in certain circumstances
· Restrict processing in certain circumstances
· Object to processing where applicable
· Request transfer of data (data portability)
· Withdraw consent where consent is the legal basis for processing

8.2	Requests should be submitted to the designated Data Protection Officer or Privacy Contact.
[bookmark: _Toc237429376]9. DATA SUBJECT ACCESS REQUESTS (DSARs)

9.1	A DSAR is a request made by an individual seeking access to personal information held about them by Perthyn.

9.2	Staff may submit a request in writing to the Data Protection Officer or Information Governance Team.

9.3	Requests should include name, contact details, and scope of records required along with proof of identity.

Record the request
Verify identity
Acknowledge the request
Search records
Review exemptions
Prepare disclosure package
Issue response securely

9.4	Perthyn will normally respond to your request within one calendar month.
[bookmark: _Toc237429377]10. MONITORING OF SYSTEMS AND COMMUNICATIONS

10.1	To ensure security, compliance, and operational effectiveness, Perthyn may monitor:
· Email usage
· Internet access
· System access and activity logs
· Telephone systems where applicable
· CCTV systems in authorised locations

10.2	Monitoring will be proportionate, lawful, and carried out in accordance with relevant legislation and organisational policies.
[bookmark: _Toc237429378]11. DATA BREACHES

11.1	Any actual or suspected data breach must be reported immediately through Perthyn's Information Governance or Data Protection procedures. 
11.2	Perthyn will investigate and manage breaches in accordance with legal requirements.
[bookmark: _Toc237429379]12. RELATIONSHIP WITH OTHER POLICIES

Read alongside the Data Protection (GDPR), Information Technology & IT Security policies.
[bookmark: _Toc237429380]13. CONTACT INFORMATION

Questions regarding this Privacy Policy or requests relating to personal data should be directed to:
Data Protection Officer
Perthyn
Perthyn
Vivian Court
Llys Felin Newydd
Phoenix Way
Swansea
SA7 9FG
01792 311980
dataprotection@perthyn.org.uk
[bookmark: _Toc237429381]14. COMPLAINTS

If a member of staff is dissatisfied with how Perthyn handles their personal data, they should first raise the matter with the Data Protection Officer. Staff also have the right to lodge a complaint with the Information Commissioner's Office (ICO): 
Information Commissioner's Office
Wycliffe House
Water Lane
Wilmslow
Cheshire
SK9 5AF 
Website: https://ico.org.uk 
Telephone: 0303 123 1113
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